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1
Decision/action requested

Approval of updates to potential requirements section of TR 33.841
2
References

None
3
Rationale

This proposal adds new content to the potential requirements section of TR 33.841.  It separates the potential requirements into two sections; potential requirements for the adoption of post-quantum algorithms and potential requirements for longer MAC.

New post-quantum potential requirements include:
· Adding a potential requirement for profiles for non-3GPP protocols to be updated to include support for quantum safe algorithms when available.

· Adding a potential requirement to assess the impact of transitioning new applications of asymmetric cryptography to quantum safe alternatives.

· Adding a requirement for network products to be able to validate software updates using quantum safe signatures.

A new potential requirement for support of a 64-bit MAC is added to the second subsection. 
4
Detailed proposal

14
Potential requirements
14.1
Potential requirements for adoption of post-quantum algorithms
There is an established long term threat to the asymmetric algorithms used in 5G.  As there are currently no approved quantum safe replacements for existing asymmetric algorithms, methods which rely on these algorithms should be designed so that quantum safe mechanisms can be introduced later in a way that is protected from bid down attacks.
Where non-3GPP protocols are used in the 5G system, software implementations should be kept up to date to ensure quantum safe algorithms can be adopted once they are available.  The 3GPP profiles for these protocols in [15] should also be updated to include support for quantum safe algorithms.
3GPP methods that use Diffie-Hellman or other asymmetric algorithms for key agreement, should be extensible to include new quantum safe key agreement mechanisms and tolerant of longer messages to deliver these key agreements.  The SUPI privacy mechanism available in 5G is already extensible and when quantum safe key encapsulation mechanisms are approved an appropriate one should be chosen and added as a default SUPI encryption profile.

It should be assumed that new applications of asymmetric algorithms to the 3GPP system will be required to transition to post-quantum alternatives in the lifetime of the system.  Therefore, the impact of longer key sizes and cipher text sizes should be assessed when designing protocols using asymmetric cryptography.
Once a cryptographically relevant quantum computer is believed to exist it should be possible for network products to validate software updates using quantum safe signature algorithms.

Evaluation of 256-bit ciphering and integrity algorithms should begin, to ensure that such algorithms are available if they are required for the 5G system.

A consistent level of security should be maintained in the 5GC and 5GRAN, taking into account encryption, physical security and respective threat models.

14.2
Potential requirements for longer MAC

Some 5G operator services may potentially require greater assurance of integrity than that provided by a 32-bit MAC.  A bid-down protected mechanism to support a 64-bit MAC for integrity protection of the control and user plane in 5GS Rel-16 could be considered.
